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1
FAULT-TOLERANT DISTRIBUTED DIGITAL
STORAGE

RELATED APPLICATION

This application claims the benefit of the filing date of
Application No. 62/642,070, filed on 13 Mar. 2018, the
contents of which are incorporated herein by reference in
their entirety.

FIELD

This invention relates generally to distributed digital
storage systems consisting of several disk drives providing
fault-tolerant storage of electronic data, and more particu-
larly, to distributed digital storage encoding and decoding
constructs that prevent data loss and allow temporarily lost
data to be easily regenerated.

BACKGROUND

The current high demand for massive-scale fault-tolerant
storage systems is expected to continue over the next half
decade as the information world experiences a data explo-
sion. Major motivating factors for this expectation include
the rise of computing trends such as cloud storage, and
Storage as a Service (SaaS), as well as the rapidly expanding
use of social media in various spheres of modern society.
Regardless of the scale of implementation, data storage
remains a core component of information systems; and data
loss prevention is a critical requirement for storage systems.

Data loss in enterprise information systems could occur
through different means including but not limited to unin-
tentional actions such as; accidental deletion, malicious
activity such as virus and malware attacks, mechanical
damage to storage media, and even unforeseen natural
disasters like flooding or earthquake. Data loss, whether
reparable or not, usually results in service disruption which
translates to massive financial losses, and in some cases, has
led to termination of the businesses. In modern data storage
systems, the deployed hard drives are usually considered
unreliable and the general expectation is that such drives
would eventually experience a failure that makes it impos-
sible to read data stored over the drive.

To mitigate against permanent data loss, storage drive
arrays are over-provisioned with redundant drives that are
meant to guarantee a certain level of fault tolerance. A
commonly used technique for providing fault tolerance is
known as “triplication”. Under this approach, the data on a
storage drive can survive at most two drive failures when the
original data is duplicated over a total of three different
drives. The number of redundant drives is often refered to as
storage overhead, and this is a frequently considered per-
formance metric for fault-tolerance techniques.

In addition to basic reliability, fault-tolerance techniques
for storage systems are also assessed on their repair perfor-
mance after single drive failures. When a data storage drive
becomes inaccessible, it is wise to recover the contents of
the failed drive. This prevents a build-up of concurrent
failures that could increase the possibility of permanent data
loss. This recovery process is referred to as a “repair
operation”. It involves introducing a new storage drive to the
system and transferring data from one or more working
drives onto the new drive. The factors that determine how
good a given technique performs with respect to repair,
include; i) the number (repair locality) of hard drives con-
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tacted for the repair, as well as ii) the amount of repair data
traffic (repair bandwidth) that traverses the network for a
single repair.

Data triplication offers the best repair performance but
very poor storage overhead which is easily seen as the
storage system grows larger. The financial cost of redundant
drives required to maintain desired level of reliability
becomes very high. In addition, the administrative load is
also quite tedious. As an alternative to triplication, erasure
codes from the well-known class of Maximum Distance
Separable (MDS) codes have been considered for fault-
tolerance. These codes offer relatively improved perfor-
mance with respect to storage overhead and system reliabil-
ity as compared to triplication. Their shortcoming however,
includes poor repair performance with respect to locality and
bandwidth as well as a high complexity decoding process
that would demand specialized processors [1].

Current research on fault-tolerant storage solutions using
erasure codes is focused on reducing operational complex-
ity, reducing storage overhead, and reducing repair locality.
Of particular interest is the reduction of repair locality at a
given desirable level of reliability. Reduced locality will
provide both improved repair and permanent data loss
prevention. The challenge in this regard is that reducing
repair locality leads to increased storage overhead and
vice-versa. Many recent techniques have tried to improve on
the repair locality at the expense of higher storage overhead,
however they also suffer from high operational complexity.

A number of techniques have been introduced recently to
tackle some of these problems. Regenerating codes deal
with the problem of minimizing the repair bandwidth by
approaching it from a network coding perspective [1]. Most
recently, Locally Repairable Codes and their variants have
received significant research focus [2, 3]. These codes
reduce the repair I/O cost by contacting fewer number of
neighbor nodes during a repair operation. Contacting fewer
nodes during repair addresses both the problem of high
repair /O and high repair bandwidth.

Given a linear (n,k) code with minimum distance d, a
coded symbol is said to have repair locality r if upon its
failure, it can be recovered by accessing only r other
symbols [2]. Gopalan et al showed the trade-off between
repair locality and minimum distance of a linear code using
the bound

The consequence of this inverse relationship is easily seen in
recent locality-aware code designs which have slightly
higher storage overhead.

In Windows Azure Storage [4], Local Reconstruction
Codes (LRC) are designed by introducing an extra parity
symbol to a (n=9, k=6) MDS code; thus enabling it to
achieve a locality of r=k/2 In the same manner, Facebook’s
recently-implemented HDFS-Xorbas utilize Locally Repair-
able Codes (LRC) with k=10 source symbols and n-k=7
redundant symbols, constructed from a (k=10, n=14) Reed
Solomon (RS) code [3]. This enables the system to achieve
an information locality r=5. In addition, the above-cited
codes still try to maintain a form of the “any k of n” MDS
property, however, their increased storage overhead coupled
with high encoding/decoding complexity reduces the attrac-
tiveness of such MDS property for distributed storage.
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SUMMARY

Provided herein are methods and constructs for achieving
fault-tolerant distributed data storage using erasure codes
such as Fountain/Rateless codes. Relative to prior methods,
the embodiments improve trade-offs between the achievable
repair locality and the amount of encoded data in a given
generation. Embodiments include methods and constructs
for Fountain codes with low encoding and decoding com-
plexity.

One aspect of the invention provides a method for
improving reliability and/or optimizing fault tolerance of a
distributed digital storage system comprising at least one
processor and a plurality of digital storage devices, the
method comprising: using the at least one processor to direct
storing of a set of k source data symbols on the plurality of
digital storage devices by: generating a plurality of encoding
symbols from the set of k source data symbols using a
Fountain encoder; determining a minimum locality of source
data symbols; and reducing computational complexity dur-
ing decoding by using a low complexity decoder; wherein
the distributed digital storage system operates with
improved reliability and/or optimized fault tolerance.

Another aspect of the invention provides programmed
media for use with a distributed digital storage system
comprising at least one processor and a plurality of digital
storage devices, comprising: a code stored on non-transitory
computer readable storage media compatible with the at
least one processor, the code containing instructions to direct
the at least one processor to store a set of k source data
symbols on the plurality of digital storage devices by:
generating a plurality of encoding symbols from the set of k
source data symbols using a Fountain encoder; determining
a minimum locality of source data symbols; and reducing
computational complexity during decoding by using a low
complexity decoder; wherein the distributed digital storage
system operates with improved reliability and/or optimized
fault tolerance.

Another aspect of the invention provides a distributed
digital storage system comprising: at least one processor; a
plurality of digital storage devices; and programmed non-
transitory computer readable storage media as described
herein.

In in one embodiment k is an integer greater than 1.

In one embodiment, generating the plurality of encoding
symbols comprises systematic encoding via concatenation
of original k source data symbols with a number of non-
systematic symbols.

In one embodiment, each of the non-systematic symbols
comprises a subset of d symbols selected uniformly at
random from the source data set and the Fountain encoded
symbol is calculated as an exclusive-or combination of the
uniformly selected subset of d source data symbols.

In one embodiment, a Fountain erasure encoding algo-
rithm uses a pre-determined distribution over an alphabet
L,...,k

In one embodiment, the pre-determined distribution is
such that d=1 has a probability of zero, and d=2, 3, . . . k,
have probabilities that are determined via a numerical opti-
mization.

In one embodiment, the distribution for d=2, 3, . . . k,
comprises a multi-objective optimization performed in the
following steps: maximizing the probability of successful
decoding; minimizing the average repair locality; and mini-
mizing the average encoding/decoding complexity.

In one embodiment, average repair locality is determined
via a Fountain code locality probability function.
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In one embodiment, a repair locality of a source data
symbol is defined as a least encoding degree of the source
data symbol’s output neighbors.

In one embodiment, the encoding yields a sparsely-
connected bipartite graph.

In one embodiment, the low-complexity decoder is a
Belief Propagation (BP) decoder over a binary erasure
channel.

In one embodiment, the Fountain encoder comprises
generating encoding symbols that are BP-decodable.

BRIEF DESCRIPTION OF THE DRAWINGS

For a greater understanding of the invention, and to show
more clearly how it may be carried into effect, embodiments
will be described, by way of example, with reference to the
accompanying drawings, wherein:

FIG. 1 is a diagram of a distributed digital storage system
showing k source data symbols and encoded symbols above
and beneath, respectively, where systematic encoding by a
processor copies source nodes intact to the bottom, where
they are stored on a plurality of digital storage devices. The
i non-systematic output node is constructed by uniformly
sampling and linearly combining d; source nodes from the
top.

FIG. 2 is a diagram showing possible ripple size transi-
tions with a reflecting barrier at r(I.)=k and an absorbing
barrier at r(1.)=0.

FIGS. 3A and 3B are plots showing probability of decod-
ing failure versus (3A) increasing decoding overhead, and
(3B) increasing node failure probability, for different values
of k, according to a simulation using k input symbols and
N=k encoded symbols for a rate of Y2, and the degree
distribution shown in Table 1.

FIGS. 4A-4C show experimental probability (Monte
Carlo) plots for number of symbols in a repair set at 10%,
30%, 50% symbol erasure rates and k=30, 50, and 100,
respectively.

FIG. 5 is a plot showing a comparison between. RFC and
MOO-FC for number of symbols in repair set at 10%, 30%,
50% symbol erasure rates with k=100; for RFC, c=4 .

FIG. 6 is a plot of failure probability with increasing
decoding overhead for k=50 and 100, for MOO-FC and
RFC.

DETAILED DESCRIPTION OF EMBODIMENTS

Described herein are methods and programmed media for
operating a distributed digital storage, comprising at least
one processor and a plurality of digital storage devices.
According to the embodiments, operating includes improv-
ing reliability and/or optimizing fault tolerance of distrib-
uted digital storage. Also described are distributed digital
storage systems comprising at least one processor and a
plurality of digital storage devices, including programmed
media for operating the distributed digital storage with
improved reliability and/or optimized fault tolerance.

To date, only a few works have considered the use of
rateless codes to address the problems described above for
distributed storage. Recently, the repair complexity of non-
systematic LT/Raptor codes for distributed storage was
analyzed [5], and a systematic version of LT codes achieving
a trade-off between repair complexity and overhead was
proposed. However, that analysis made little reference to
repair locality as a performance measure. Following this,
Repairable Fountain Codes were proposed [6] for distributed
storage. In that proposal the locality is O(log k), and



US 10,922,173 B2

5

performance closely approaches that of an MDS code in the
sense that it can be decoded from a random subset of (1+¢)k
coded symbols with high probability. However, the decod-
ing used the computationally-expensive maximum-likeli-
hood (ML) decoder which reduces its their attractiveness for
implementation in production environments.

Compared to approaches currently in use, embodiments
described herein improve and/or optimize distributed digital
storage systems by providing one or more features such as,
but not limited to, low repair-locality, systematic encoding,
reduced encoding/decoding complexity, reduced overhead,
and improved reliability. Certain embodiments use Fountain
codes [7, 8]for distributed storage.

One aspect of the invention relates to rateless code
embodiments that are capable of balancing between different
storage system metrics based on user preference. To promote
attractiveness for production implementation, the O(k?) cost
of ML decoding is eliminated in the embodiments by using
a sub-optimal Belief Propagation (BP) decoder. A ripple
transition probability for finite-length rateless codes is used
to formulate the probability that BP decoding fails. An
expected number of steps the BP decoder will take before
decoding terminates is then estimated. Code distribution
coeflicients are obtained using a multi-objective optimiza-
tion procedure that achieves trade-offs between average
locality, system reliability, and encoding/decoding complex-
ity. At the cost of slightly higher storage overhead, the
embodiments are more computationally efficient for imple-
mentation compared to existing erasure-coded storage tech-
niques.

Embodiments may be constructed in any suitable code
that can be executed by a processor associated with the
distributed storage, for controlling operation of the distrib-
uted storage. Thus, embodiments may be implemented in
any distributed storage system. The executable programmed
instructions for directing the processor to implement
embodiments of the invention may be implemented in one or
more hardware modules and/or software modules resident in
the processing system or elsewhere. In one embodiment the
programmed instructions may be embodied on a non-tran-
sitory computer readable storage medium or product (e.g., a
compact disk (CD), etc.) which may be used for transporting
the programmed instructions to the memory of the data
processing system and/or for executing the programmed
instructions. In one embodiment the programmed instruc-
tions may be embedded in a computer-readable signal or
signal-bearing medium (or product) that is uploaded to a
network by a vendor or supplier of the programmed instruc-
tions, and this signal or signal-bearing medium may be
downloaded through an interface to the data processing
system from the network by end users or potential buyers.
1. Problem Statement

Let the data to be stored be broken down into a number
of “generations” each with k input symbols {u;, u,, ..., u.},
being elements from F_—a finite field. A Fountain code over
F, can be defined by its probability generating function
Q)= ,"Q x?, where Q,, is the probability of generating
an encoded symbol of degree d. With Q(x), redundancy can
be introduced into the system by generating n-k additional
symbols (n>k), in order to achieve certain levels of fault
tolerance for the source data.

The problem to be solved is that of determining an erasure
code construction that not only provides fault tolerance but
also meets the following design criteria:

Systematic encoding: the source symbols should be

embedded in the encoded output symbols in their
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original form. Without this, every access/retrieval
operation will require CPU-intensive decoding.

Low repair-locality: the number of symbols y, contacted
for repair of a single symbol in the event of a node
failure should be such that y<<k. Desirable range is a
constant or logarithmic function of k.

Low encoding/decoding complexity: the time complexity
as measured by number of operations required to
encode/decode should be constant, linear or logarith-
mic function of k. Higher complexity implies more
delays to complete read/write operations in addition to
other computing functions being deprived of needed
resources.

Low decoding overhead: for a system that requires n
symbols in order to decode the original k source
symbols, the desirable overhead is given by n-k=0.

Low storage overhead: the number of additional symbols
beyond k that need to be stored in order to achieve a
certain level of reliability.

For an approach based on rateless codes as described
herein, the problem in simpler terms becomes; what are the
probabilities €, €,, . . ., Q, satisfying the itemized
requirements above?

Although previous work has tackled the original problem
of designing erasure codes for fault tolerant distributed
storage systems, no previous technique determines the prob-
ability distribution for a rateless code as a solution to the
above listed problems. Designing a single code to provide all
of these features is challenging due to the inverse relation-
ship between some of them. The first item in the list above
may be satisfied by performing a low-complexity systematic
encoding as shown in the bipartite graph of FIG. 1, with
source and encoded symbols above and beneath, respec-
tively. The systematic encoding copies source nodes intact to
the bottom. The j* non-systematic output node is con-
structed by uniformly sampling and linearly combining d,
source nodes from the top. This appends the original source
symbols {u;, u,, .. ., u,} to the set of encoded symbols {u,,
U,, ..., U, V,V,, ... }. Satisfying the remaining features
depends on the design of (x). As noticed from LT codes
and other examples of rateless codes, having different pro-
portions of the k possible encoding degrees will satisfy some
of these concerns while exacerbating others. Hence, these
features are characterized analytically and then a multi-
objective optimization (MOO) framework is used to strike a
balance between conflicting metrics of interest.

2. Preliminary Considerations

Considering the encoding as suggested in FIG. 1, each
source node is a member of a local groups where a local
group is defined with repect to an encoded symbol v, as {v,,
u,lv=Ep,u, B,>0,iE{1, . .., k}}. Hence, a source node u,
can contact any of its a local groups for repair upon failure.
Now, let the number of encoded nodes generated be N and
the average output node degree be given by L, then o is

BN, %) 8]

Since the encoded nodes are not all the same degree, the
repair-locality of a given source node is defined as the lowest
degree among the set of output nodes it connects to [11].
Furthermore, failure of encoded nodes is not considered as
these can be easily replaced by functional regeneration using
the rateless encoder.
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3. Probability Distribution for Repair Locality

At this point the locality distribution lemma from [11] is
presented.

Lemma 1 Given a degree distribution {Q,, Q,, . .., Q,}
where €2, is the probability of generating a degree d, the
probability that an input node u, has locality y satisfies the
expression

priy) = C(l - %Z iQ;]N(l _(1 - %]N] (1)

i<y

where C is a normalization constant ensuring the probabili-
ties satisfy

= p4)=1, VYE{0, . . ., k}.

A proof of this lemma which defines the relationship
between the rateless code degree distribution coefficients
and repair-locality is given in Appendix 1.

4. The Belief Propagation Decoder

Although the systematic nature of the code helps with
easy symbol recovery, there may be cases of catastrophic
failures where a full-scale decoding is needed. For these
cases, BP decoding is performed and its performance is
considered as a measure of system reliability.

The BP decoder operates in steps such that a single source
symbol is recovered at each step and at the start of step L,
(L-1) symbols have already been recovered. R(L)—the
ripple at step L—is defined as the set of covered input
symbols that are yet to be processed [7]. C(L)—the cloud at
step L—is defined as the set of encoded symbols of reduced
degree 2 or greater. The ripple size and cloud sizes at step L
are dentoed by r(L) and A respectively. Furthermore, the set
of reduced degree one output symbols at step L is denoted
by P(L) While IP(L)I and the corresponding number of
source symbols joining the ripple at step L are denoted by m
and m' respectively. A succesful decoding using the Belief
Propagation (BP) decoder is carried out in k steps where a
source symbol is recovered at each step. Let A°=k(1+¢) be
the number of symbols retrieved for decoding with £>0:

i. Decoding starts with an initialization phase where all
retrieved symbols with a single neighbor are released to
cover their unique neighbor. The corresponding unique
neighbors will form the ripple at initialization R(0).
The decoding then proceeds with the source symbol
arbitrarily chosen from the ripple at the start of that step
getting processed and ultimately recovered. Thus at
step L, (L-1) source symbols have been recovered and
the L? symbol is being processed for recovery.

ili. The processing of the L? source symbol leads to
pruning of edges in the decoding graph and possibly the
release of output symbols. The size of the ripple may or
may not change depending on the number of released
non-redundant output symbols.

iv. The L” source symbol is recovered and removed from
the graph at the end of its processing. If [.<k and
IR(L)I>0, decoding continues by repeating the process
from step ii above, where a new symbol is chosen for
processing. If IR(L)I=0 at step L<k, decoding termi-
nates unsuccessfully, otherwise, if L=k, the decoding is
declared successful.

5. Ripple Size Analysis
5.1. Ripple Transition Probability

Using the definitions and notation from the previous
section, a parameter of the BP decoder—the ripple size—
was examined. The importance of the ripple size has been
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highlighted in previous works, and it has been shown that its
behaviour during decoding is largely determined by the
degree distribution [7, 12]. Thus, a degree distribution that
favours good decodability would ensure the ripple size does
not go to zero till decoding is completed. To facilitate such
a degree distribution design, the ripple release probability
(proposition 7) of [7] was derived in lemma 2 of [12].
Extending that analysis, the probability that a released
output symbol is redundant, i.e., it does not contribute to an
increase of the ripple size, was formulated with the objective
of finding a suitable ripple evolution. Based on this, a
one-dimensional random walk process was used to model
the ripple behaviour as [8]:

)= { r(L-1)+1, w.prob.0.5 2)

r(L-1)-1, w.prob.0.5

Sorensen et al. proceeded to factor in the bias of the ripple
size towards zero and arrived at the following random walk
model for the ripple size behaviour [12]:

rL—-1)+1, w.prob0.5(1 - p)? ®

r(L)=4r(L-1), w.prob.p,(1 - p)
rL-1)=1, w.prob0.5+0.5p

where the quantity p', represents the probability that a
released output symbol is redundant.

In [8] it was pointed out that the ripple size behaviour
during decoding is similar to that of a biased 1-D random
walk over the finite interval [0, k], with an absorbing barrier
at 0 and a reflecting barrier at k similar to FIG. 2. The model
considers the addition of only 0, 1 or 2 symbols at a
decoding step.

However, in accordance with the invention, the maximum
number of symbols possible in the ripple at step L is (k-L).
In other words, the number of new symbols that could join
the ripple upon recovery of the L symbol is not upper-
bounded by 2, but by k—(L-1)-r(L-1). Embodiments avoid
possible inaccuracies from approximate models by imple-
menting a ripple transition that takes into account all pos-
sible states at any given decoding step. Hence, the ripple size
at the end of decoding step L is given by

r(L)y=r(L-1)-1+m’

where, m' is the number of source symbols that joined the
ripple due to processing of the L* source symbol and 1 is
subtracted to account for the L” symbol currently being
processed. The corresponding ripple transition probability is
given by the following theorem as derived in [9].

Theorem 1 Consider the BP decoding process as
described above. The transition probability of the ripple size
at the L™ decoding step is given by:

mMax

Pr(L) | r(L-1), A% = Z g’ m, r(L=1), DPL)| = m)

mMin

@)

where, r(L-1), r(L) represent the ripple sizes in the (L—1)"
and L” decoding steps respectively, A” is the number of
symbols available for decoding at step L. Also, m,,,=m',
and
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L-1
myia = A" = A= 3P

=0

The terms g(m', m, r(L-1), L) and P(IP(L)I=m) are com-
puted as:

gl m, (L= 1), L) 2 P’ | m, r(L—1)) = &
ML-1)= 1Y k—(L-1)—r(L-1)
min(l—Ld +r(L~1)-1) ( , ]( , 25 (m)
g—m m
(k—Ly"
q=m’
L (6)
PUP)| = m) = ( ]P;"(l —ppom
m
In(6),
g q M
()= Z( ](q - pY =D
p=0 P
is the number of 1-to-1 mappings between the set of j

reduced degree one symbols and the set of q source symbols
they are connected to. Then

®

is the probability that an output symbol becomes reduced
degree one at step L conditioned on its being in the cloud
before step L [10].

A proof of theorem 1 can be found in [9].
5.2. Marginalization over Number of Symbols in Cloud

The denominator of P, in (1) is actually the probability
that a given output symbol is in the cloud at step L, which
is calculated as the complement of the probability that the
symbol is originally of degree d and it has at most one of its
neighboring source symbols unrecovered. Let this probabil-
ity be denoted by P_, then the distribution of A is binomial
B(A°, P).

This allows us to marginalize the ripple transition prob-
ability over the random variable A”. Thus, rewriting (1)
gives

20 )

Pr(D)|r(L-1) = Z P((r(L) | (L= 1)), A)

o=m’

6. Decoder Failure Probability Analysis

In this section it is shown how (1) can be used to
determine the probability that decoding fails before all
symbols are recovered.
6.1 Probability of Ripple Size at Step L

Given the ripple transition probability in (1), a forward
equation is defined to estimate the probabilities for future
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ripple sizes using general formulations similar to those from
random walk theory over an arbitrary lattice [13].
Definition 1: Define the future ripple size probability
P,"5(sls,) as the probability that the ripple size equals s after
L decoding steps, given that the starting value was s,.
As expected, P,“*((sls,) should satisfy the following
conditions;

PN AGESER

s

1 =
Pés(s|so>:{’ e

0, otherwise

Now the following forward equation can be defined for the
future ripple size probability at step L. given the ripple size
at initialization

PrS(sls0)=E,_ (LF(sls)Pr_F(sls)

®
where F (sls,) is the probability that the ripple size equals s
for the first time at decoding step j given that the starting
value was s,.
6.2 Decoder Failure Probability and Expected Number of
Steps to Decoding Termination

From P,7*(sls,), compute the probability that decoding
terminates at some step L=T for T<k, and s=0, as

L
PIS(O1s0)= 3" Fj(0150)P%;(010)

=1
= Fr(0| s0)P§*(0]0)
= Fr(0]so)-

This is due to the fact that P,"*(010)=1 by definition, and
P,#5(010) is an impossible event since the random walk goes
into an absorbing state for s=0. Consequently, the BP
decoder failure probability is given by

PES(0150) = Fr(0|s0)

= pr1.L0 DPE (1] 50)

And the overall probability that the decoder fails to retrieve
all k source symbols

1
Prait = ZP;S(OUO)
=

The reasoning behind this is that the ripple state of 0 is an
absorbing state which represents termination of decoding.
Hence a ripple size of zero can only be encountered once in
a single decoding attempt. On the other hand, all other ripple
size values between 1 and (k-1) can occur multiple times.
For example, if r(0)=k-1, and while recovering the first
symbol at step 1 a new symbol is added to the ripple, then,
r(1) will also be k-1. In fact, for s=1,2, . . . , k, (4) can be
expressed in terms of a so-called first passage distribution
that takes into account all the possibilities of a given ripple
size occuring multiple times [13]. However, such-analysis is
not relevant to the current discussion so it is not covered
here.
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Clearly, P;75(0ls,) is also the probability that the decod-
ing runs for exactly T steps. Thus for a given code length,
output degree distribution and number of symbols retrieved
for decoding, the expected number of steps the decoder takes
before termination can be determined as:

k (1D
E(T) = Z - PHT =1)

=1

P (0)

k
=1

where P5(0) is the marginal probability,

PIS© = > PI(01s0)Priso)

S0

6.3 Probability of Initial Ripple Size

In the analysis r(0) is the size of the ripple at initialization.
If r(0)=0, then decoding terminates with no symbol being
recovered. In this scenario, there are two sources from which
the ripple at initialization can be populated. Firstly, having
€2,>0 in the encoding degree distribution ensures that with
probability Q,, output nodes of degree 1 will be generated.
Simple probability analysis reveals that with probability
Q N(1+e)/(k+N), a fixed source symbol connected to a
degree 1 encoded symbol becomes a candidate for the initial
ripple. Secondly, when k(l+e&) symbols are selected for
decoding from the set of k source and N encoded symbols,
originally-systematic symbols are also selected and can join
R(0). Basic counting arguments show that if symbols are
selected uniformly at random for decoding and in the
absence of any erasures, a fixed source symbol becomes a
candidate for the ripple with probability

k+N-1
(k(1+5)—1]

k+N
(1o

To reduce the impact of excessive low-degree symbols on
decodability, the systematic structure of the code is exploited
in not generating more degree 1 output symbols by setting
€2, to zero. Consequently, R(0) holds only systematic sym-
bols that have been retrieved for decoding. In this case,
r(0)=IR(0) can simply be calculated as the hypergeometric
random variable ® with PMF

(o)lsa o)

k+N
(kv

over the alphabet {0, 1, 2, . . ., k}
7. Optimization Procedure and Outcome

This section presents and discusses the results obtained
from a numerical optimization for the degree distribution
coeflicients in addition to the decoding performance under
varying decoding overhead and failure probability condi-
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tions. The goal is to find the coefficients 0=Q <1, that jointly
satisty locality, reliability and complexity using a hierarchi-
cal MOO strategy [14]. First, the coefficients that tackle
complexity by minimizing the average degree are found,
E(Q(d)), i.e.,

C 12
({?,Jrrllzl,r.r.l.%iE(Q(d)) 12)

st. 0=Qy=<1,d=1,2,... ,k

and hence obtain the optimal objective value f* for (12).
Now, let &, be the allowable distance from optimality that is
permitted, then the average locality is minimized using f* as
an additional constraint;

minimize E([) (13)
Q1.0

st. 0=sQy=<1,d=1,2,... ,k

k
S
d=1

EQ) = f"+¢e

Lastly, the expected number of steps taken by the decoder is
maximixed subject to the bound and probability sum con-
straints. In addition, let g* be the optimal average locality
value from (13), and let &, be the allowable deviation from
g* then solve the problem

maximize E(T) (14)
Q1.0

st. 0=Qy=<1,d=1,2,... ,k

d=1

EDN=<g"+e

To reduce the dimensionality and hence complexity of the
optimization problem, it is assumed that not all encoding
degrees d={1, . . . , k} are required to have a non-zero
probability of selection [15, 16]. This multi-objective opti-
mization strategy offers flexibility for the system designer as
they can vary the parameters g, and &, to obtain a distribu-
tion that gives preference to any of the objective functions.
For example, setting &, quite low indicates a preference for
minimal complexity above the other two objectives, thus the
distribution obtained will have the majority of the probabil-
ity mass on the low degrees. A similar output will be
observed for low &, since lots of low degrees is essential for
good locality. On the other hand, good decodability requires
high degrees to provide adequate symbol coverage in the
encoded system. Thus, a degree distribution that provides
good system reliability particularly for a systematic code,
should have a fair proportion of the probability mass on the
higher degrees. A weighted sum method [17] is not used for
this multi-objective optimization mostly because determin-
ing the weights such that they accurately satisfy each
objective function is not a trivial task.
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TABLE 1

Degree Distributions for k = 30, 50, & 100

Q
d k=30 k=50 k =100
1 R R R
2 0.14519 0.12355 0.04979
3 0.13120 0.11411 0.08503
4 0.09646 0.11242 0.13962
5 0.09347 0.10671 0.06409
8 0.09723 0.09947 0.06519
9 R R R
10 0.10167 — —
11 — 0.10032 0.12196
12 — — —
13 0.09412 0.09068 0.13497
18 0.11789 — —
19 — 0.07292 0.03132
22 0.03822 — —
24 — 0.05260 0.04508
27 0.08457 — —
31 — 0.03891 0.06486
37 — 0.02189 0.07514
45 — 0.06643 0.03806
46 — — 0.08489
£/e5 8/6 10.5/8 15/5
n 9.80 11.36 15.45
E(I) 439 4.59 5.49

The degree distributions obtained for k=30, 50 and 100
and our choices of parameters ¢, and &, are shown in Table
1. Q, is explicitly set to zero for all values of k as discussed
in section 6.3. The achieved average degree and average
locality values are also shown. The probabilities in Table 1,
show a deviation from the soliton-like distribution pattern
[15]. The highest probability mass does not necessarily
belong to degree 2 and the mass distribution is almost evenly
spread among the lower degrees. One reason for this is the
systematic nature of the code which produces an abundance
of'degree 1 symbols. Intuitively, having a high proportion of
degree 2 would make full decoding (system reliability) come
with high decoding overhead due to expected poor symbol
coverage. It is obvious though, that most of the probability
mass goes to the lower degrees, thus underscoring the
usefulness of low degrees for all three metrics considered.
8. Performance Comparison and Results Summary

With the values from Table 1, a Monte Carlo simulation
was run to experimentally evaluate the decoding perfor-
mance of the codes. The plots in FIGS. 3A and 3B show the
probability of decoding failure versus overhead (g) and node
erasure probability, respectively. The simulated system was
set to operate with k source symbols and N=k ratelessly
encoded symbols. From the plots, it is seen that successful
recovery of all k symbols is hardest at lower overhead which
also corresponds to high erasure probability. A possible
explanation for this behaviour is the abundance of degree 1
symbols in the system. As the overhead increases, decoding
performance improves.

A different set of Monte Carlo experiments was also
performed to observe the actual number of nodes contacted
for repair of a single failed node. The plots in FIGS. 4A, 4B
and 4C show the results for k=30, 50, and 100, respectively.
In this analysis, the rate /2 encoded system was subjected to
random erasures of 10%, 30%, and 50% and an attempt to
repair (in the case that it experienced a failure) the chosen
symbol from its neighboring local groups was made. As
mentioned above, when the observed node experiences an
erasure, we contact the local group with the fewest number
of unerased nodes for repair. When none of its local groups
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are available for repair, the maximum I/O cost of k is
assumed. The peaks in the figures correspond to non-zero
values of the corresponding degree distribution and the three
figures show that up to 90% of the time, less than k symbols
were contacted for the repair operation. They also show that
with fewer erasures, the failed symbol is more likely to be
repaired with lower 1/O cost. For performance with respect
to k, it is seen that the relative repair cost reduces as k
increases.

8.1 Performance Comparison

The following is a performance analysis discussion of
some recent codes for distributed storage and the embodi-
ments decribed herein based on the multi-objective optimi-
zation technique. Although a large number of coding tech-
niques have been described, the analysis is restricted to a
small subset of prior techniques which have either been
deployed or tested in production environments. The only
exclusion to this restriction is Repairable Fountain Codes
(RFC), which have neither been tested nor deployed for
production use but are the only known rateless codes
designed for efficient repairability. Furthermore, the repli-
cation technique is not discussed, but is still being imple-
mented despite its storage overhead cost. For brevity, multi-
objective optimized fountain code is referred to as MOO-
FC, while the prior coding techniques considered include the
following:

1. HDFS-Reed Solomon code with parameters (n=14,
k=10). Designed for use in Facebook implementation
of the Hadoop distributed filesystem. Will be referred
to as HDFS-14-10.

2. HDFS-Reed Solomon code with parameters (n=16,
k=10). Locally repairable code also designed for use in
Facebook implementation of the Hadoop distributed
filesystem. Will be referred to as LRC-Xorbas.

3. Locally repairable code designed for/deployed in the
Windows Azure Storage Cloud platform with param-
eters (n=10,k=6) and will be referred to as LRC-WAS.

4. Repairable Fountain Codes. Will be referred to as RFC
The analysis is carried out by considering the design criteria
stated in Section 1.

8.1.1 Locality (Repair I/O Cost)

MDS codes like HDFS-14-10 exhibit the highest repair
cost by contacting k nodes for the recovery of a single failed
node. Between these two extremes, there are codes specifi-
cally designed to achieve a certain locality. LRC-Xorbas and
LRC-WAS achieve locality of 0.5k and 0.6k, respectively.
Until now, RFC is the only other known locality-aware code
based on Fountain codes. They are capable of achieving
locality logarithmic in k. This is possible since the encoding
degree of each output node is at most [c¢ log(k)], ¢>0 (by
virtue of selecting symbols with replacement). A quick
analysis shows that the expected number of unique symbols
chosen when d symbols are selected with replacement from
the set {u,.u,, ..., 0.} is k(1-(1-1/k)%). This is still quite
close to the theoretical locality of [c log(k)] for the values
of'k and ¢ considered as seen from a repeat of the experiment
previously performed to observe repair performance (FIG.
5). In FIG. 5 a comparison between RFC and MOO-FC is
shown for number of symbols in repair set at 10%, 30%,
50% symbol erasure rates with k=100. For RFC, set c=4
Comparing the performance of MOO-FC and RFC, it is seen
that even at the maximum failure probability of 0.5 ,
MOO-FC is capable of repairing the failed symbol with
lower I/O cost than RFC. This advantage stems from the
selected combination of low and high encoded symbol
degrees present in MOO-FC but lacking in RFC.
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8.1.2 Complexity

Here, only the complexity of encoding and decoding

associated with these techniques is considered.

The encoding cost of these techniques depends on the
number of operations required to generate a single
symbol. For the same input length k, MDS codes like
HDFS-14-10, LRC-Xorbas and LRC-WAS which
require all symbols participating in the generation of a
single encoded symbol have a higher encoding cost
than RFC and MOO-FC. The sparsity of RFC and
MOO-FC keeps their encoding cost linear in k. The
output node degree for RFC ([¢ log(k)]) increases with
the parameter c. For parameters ¢c=4 and 6, the output
node degree is slightly greater than the average encod-
ing degree of MOO-FC given in Table 2. Hence,
MOO-FC will have a slightly lower encoding cost than
RFC.

With regard to decoding cost, MOO-FC has the least
decoding cost since all the other codes are decoded
using the ML decoder with complexity O(k*). For the
message passing BP decoder used by MOO-FC, inex-
pensive XOR operations help reduce the decoding
complexity per symbol. The overall complexity is tied
to the number of edges in the decoding graph, which
depends on the average output symbol degree, and
which can be seen to be minimal for the values of k
considered.

8.1.3 Decoding Overhead

The MDS codes possess the lowest decoding overhead. In
fact, 3Rep requires no decoding while the any k of n
property of MDS codes guarantees an optimal k symbols
suffice to recover the original data. For the Fountain code
methods, the decoding overhead depends on the decoding
technique employed and the level of reliability required.
RFC uses the Maximum Likelihood (ML) decoding algo-
rithm which is successtul when the decoding matrix is of full
rank. For MOO-FC, the Belief Propagation (BP) algorithm
is used which is an implementation of the Message Passing
algorithm over the BEC. FIG. 6 shows plots of decoding
performance against increasing decoding overhead for
k=100 over GF (2). It can be seen that for RFC, the
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high tally until the overhead increases beyond 30%. It is
seen that a failure probability of 107> is achieved at an
overhead of approximately 70%.

8.1.4 Storage Overhead

In general, most MDS codes have a lower storage over-
head as seen from the case of HDFS-14-10. By design, the
locality-aware MDS codes like LRC-Xorbas and LRC-WAS
have storage overheads higher than their corresponding
locality-unaware MDS codes from which they were derived.
For example, LRC-Xorbas stores two more symbols than
HDFS-14-10. For the Fountain code based techniques like
RFC and MOO-FC, there is a variable storage overhead
which is sometimes higher than that of the MDS codes. The
increased storage overhead is the price paid for reduced
encoding node degrees and hence locality/repair cost. To
lower the number of extra storage devices, the actual extra
amount of data that needs to be stored for these codes can be
tied to the level of reliability required. Hence setting the
storage overhead to be same as the decoding overhead.

8.1.5 Reliability

Reliability refers to the capacity of a given coding tech-
nique to ensure availability of the original data when needed,
given a certain failure probability of the components/drives.
When a decoding operation has to be performed in order to
recover the original source symbols, the system reliability is
closely tied to the decoder’s recovery capability. The MDS
codes and RFC which are decoded using the ML decoder
usually exhibit better reliability even at low decoding over-
head. By increasing the average encoding node degree, the
probability that decoding fails reduces. This is due to the
increased likelihood of retrieving a set of output symbols
which form a decoding matrix with at least k linearly
independent columns. In fact, the analysis behind RFC
shows that an encoding degree of O(log(k)) is not only
sufficient, but necessary in order to achieve a required
probabilistic guarantee of recovering the source symbols
from a subset of k(1+¢) randomly selected symbols. At high
node failure rates, MOO-FC requires greater decoding over-
head than RFC to achieve same level of reliability.

TABLE 2

Performance metrics for different storage coding schemes

Performance Metric

Avg Repair Avg.
Cost (single  Storage Encoding Decoding Decoding
Coding Scheme node) Overhead Complexity Complexity Overhead
HDFS-Reed k 29% o) o) 0
Solomon (14,10) [5
Windows Azure 0.6k 40% oK) o(k?) 0
Storage (10,6) [6]
HDFS-Xorbas (16,10) [5] 0.5k 38% o) o) 0
Repairable Fountain clogk =100% O(k) o(k?) 55% (k = 100)
Codes [8] (c>1)
MOO-FC 5 (k=50) =100% O(k) Otk logk)) 85% (k = 50)
6 (k = 100) 65% (k = 100)

probability of decoding failure rapidly decreases with the ° 8.2 Results Summary

first 10% of overhead. The rate of decrease in the decoding
failure probability decreases afterwards and a 10~ failure
probability is achieved at an overhead of approximately
55%. Asteris et al. [8] simulation results show a slightly

better performance which is a reflection of the higher field 65

size of GF (2%) over which their simulation was performed.
With MOO-FC, the probability of decoding failure is quite

Table 2 provides a summary of the comparison described
in the previous sections. From this, benefits of the design
embodiments and resulting code embodiments include:

1. MOO-FC offers an attractively low repair I/O cost
among the methods considered.
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2. MOO-FC achieves encoding and decoding times that
scale linearly or logarithmically with the data length k.
Hence it is computationally efficient for implementa-
tion.

3. MOO-FC offers systematic encoding which implies
fast retrieval times in the absence of failures.

4. To achieve a data loss probability of 107>, MOO-FC
requires approximately 10-20% higher storage over-
head than the other techniques.

When compared with erasure codes currently deployed in
production systems [5] [6], an advantage of the embodi-
ments is the reduced encoding and decoding complexity.
Currently, the few enterprises which have deployed erasure
codes do so for less-frequently accessed (cold) data and rely
on three-way replication for their hot data. Coupled with its
low locality and systematic form, the code construction as
described herein is an attractive candidate for production
systems implementation. To maximize performance and
financial benefits, implementation may include: i) using the
code for storage of large files (to avoid drive capacity
underutilization); and ii) deploying the code in a tiered
service structure to take advantage of the trade-off between
storage overhead and different levels of reliability.

9. Conclusion

Described herein are fountain code constructs that solve
multiple problems in distributed storage systems by provid-
ing systematic encoding, reduced repair locality, reduced
encoding/decoding complexity, and enhanced reliability.
Embodiments are suitable for the storage of large files and
simulations show that performance is superior to existing
codes with respect to implementation complexity and repair
locality. The gains come at a cost of slightly higher storage
overhead for a desirable level of reliability which is almost
inevitable due to proven information theoretical bounds. In
a system implementation, this tradeoff translates to a small
increase in the use of physical hard drives (e.g., 10-20%
more) than current (non-replicated) systems. However, the
financial cost is not expected to be much higher than existing
systems as recent statistics have shown that storage media
prices are constantly decreasing. Furthermore, large-scale
storage providers prefer to purchase more low-cost drives
with the objective of providing reliability through a com-
putationally efficient software protocol.

10. Appendix A—Proof of Lemma 1

Let G denote an encoding bipartite graph of k source
nodes and k+N output nodes. Each non-systematic output
node is of degree d with probability €, and its corresponding
neighbours are chosen uniformly at random. Also let G,c be
a sub-graph of G formed by excluding just the systematic
output nodes from G. Hence, G, is a bipartite graph with k
source and N output nodes. Upon generating N encoding
symbols, for a fixed source node u, in Gy, and a given
locality value vy, define the events:

A=the event that u, is not adjacent to any encoding symbol
of degree<y;

B=the event that u, is adjacent to at least one encoding
symbol of degree y.

The probability that u; has locality y is the joint probability

P(4,B=P(B|4)P(4)

To compute P(A), analyze the encoding process with
respect to u,. The probability that u, is adjacent to an
encoding symbol of degree d<y is

%Z doy

d<y
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After N symbols are generated independently,

1 N
P(A) =(1 - ;Zdﬂd]

d<y

Similarly, the probability that u, is adjacent to a degree y
encoding symbol is given by

7y,

k

After N encoding symbols have been generated, the prob-
ability that u; has no adjacent symbol of degree y output node
is given by

(-5

R
And consequently,

N
P(B):1—(1—¥]

Given that events A and B are not independent and noting
that P(B)=P(BIA), it is concluded that

P(B,A=P(B|4)P(4)

<P(B)P(4)

All cited publications are incorporated herein by reference
in their entirety.
Equivalents

While the invention has been described with respect to
illustrative embodiments thereof, it will be understood that
various changes may be made to the embodiments without
departing from the scope of the invention. Accordingly, the
described embodiments are to be considered merely exem-
plary and the invention is not to be limited thereby.
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The invention claimed is:

1. A method for operating a distributed digital storage
system comprising at least one processor and a plurality of
digital storage devices, the method comprising:

using the at least one processor to direct storing of a set

of k source data symbols, wherein k is an integer
greater than 1, on the plurality of digital storage devices
by:
generating a plurality of encoding symbols from the set of
k source data symbols using a Fountain encoder;

wherein generating the plurality of encoding symbols
comprises systematic encoding via concatenation of the
k source data symbols with a number of non-systematic
symbols;

wherein each of the non-systematic symbols comprises a

subset of d source data symbols selected uniformly at
random from the set of k source data symbols and the
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Fountain encoded symbols are calculated as an exclu-
sive-or combination of the uniformly selected subset of
d source data symbols;

wherein a distribution for d=2,3, . . . k, comprises a
multi-objective optimization performed in the follow-
ing steps:

(i) determining probability of failure P, of a Belief
Propagation decoder;

(i) maximizing the probability of successful decoding
based on P,,;

(ii1) minimizing an average encoding/decoding complex-
ity to obtain an objective value f*.

(iv) minimizing an average repair locality subject to a
constraint based on the objective value f* for an
expected encoding degree E(Q(d));

storing the plurality of encoding symbols over the plu-
rality of digital storage devices;

wherein the steps (i)-(iv) enable:

determining a minimum repair locality within the set of
the k source data symbols; and

reducing computational complexity during decoding of a
random subset of the encoded symbols by using a low
complexity decoder.

2. The method of claim 1, comprising a Fountain erasure
encoding algorithm that uses a pre-determined distribution
over an alphabet 1, ... k.

3. The method of claim 2, wherein the pre-determined
distribution is such that d=1 has a probability of zero, and
d=2.3, . . . k, have probabilities that are determined via a
numerical optimization.

4. The method of claim 2, wherein average repair locality
is determined via a Fountain code locality probability func-
tion.

5. The method of claim 1 wherein a repair locality of a k
source data symbol is defined as a least encoding degree of
output neighbors of the k source data symbol.

6. The method of claim 1, wherein the systematic encod-
ing yields a sparsely-connected bipartite graph.

7. The method of claim 1, where the low-complexity
decoder is a Belief Propagation (BP) decoder over a binary
erasure channel.

8. The method of claim 1, wherein the Fountain encoder
comprises generating encoding symbols that are BP-decod-
able.

9. Programmed media for use with a distributed digital
storage system comprising at least one processor and a
plurality of digital storage devices, comprising:

a code stored on non-transitory computer readable storage
media compatible with the at least one processor, the
code containing instructions to direct the at least one
processor to store a set of k source data symbols,
wherein k is an integer greater than 1, on the plurality
of digital storage devices by:

generating a plurality of encoding symbols from the set of
k source data symbols using a Fountain encoder;

wherein generating the plurality of encoding symbols
comprises systematic encoding via concatenation of the
k source data symbols with a number of non-systematic
symbols;

wherein each of the non-systematic symbols comprises a
subset of d source data symbols selected uniformly at
random from the set of k source data symbols and the
Fountain encoded symbols are calculated as an exclu-
sive-or combination of the uniformly selected subset of
d source data symbols;
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wherein a distribution for d=2,3, . . . k, comprises a
multi-objective optimization performed in the follow-

ing steps:

(i) determining probability of failure P, of a Beliel
Propagation decoder;

(i1) maximizing the probability of successful decoding
based on P,,;

(ii1) minimizing an average encoding/decoding complex-
ity to obtain an objective value f*.

(iv) minimizing an average repair locality subject to a
constraint based on the objective value f* for an
expected encoding degree E(Q(d));

wherein the steps (1)-(iv) enable:

determining a minimum repair locality within the set of
the k source data symbols; and

reducing computational complexity during decoding of a
random subset of the encoded symbols by using a low
complexity decoder.

10. The programmed media of claim 9, comprising a
Fountain erasure encoding algorithm that uses a pre-deter-
mined distribution over an alphabet 1, . . . k.

11. The programmed media of claim 10, wherein the
pre-determined distribution is such that d=1 has a probabil-
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ity of zero, and d=2,3, . . . k, have probabilities that are
determined via a numerical optimization.

12. The programmed media of claim 10, wherein average
repair locality is determined via a Fountain code locality
probability function.

13. The programmed media of claim 9, wherein a repair
locality of a source data symbol is defined as a least
encoding degree of output neighbors of the source data
symbol.

14. The programmed media of claim 9, wherein the
systematic encoding yields a sparsely-connected bipartite
graph.

15. The programmed media of claim 9, where the low-
complexity decoder is a Belief Propagation (BP) decoder
over a binary erasure channel.

16. The programmed media of claim 9, wherein the
Fountain encoder comprises generating encoding symbols
that are BP-decodable.

17. A distributed digital storage system comprising:

at least one processor;

a plurality of digital storage devices; and

the programmed non-transitory computer readable stor-

age media of claim 9.
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