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Research Ethics Data Security Recommendations

Researchers and research staff who are responsible for safeguarding personal information (PI) and personal health information (PHI) must ensure that all reasonable steps are taken to protect this information from unauthorized access throughout the full life cycle: collection, use, dissemination, retention, and/or disposal. For additional information regarding Privacy and Confidentiality, refer to Chapter 5 of the Tri-Council Policy Statement: Ethical Conduct for Research Involving Humans (TCPS 2 2014). 
For Queen’s University policies regarding data security, refer to:
1. Electronic Information Security Policy Framework
2. Data Security and Encryption: Handling Confidential & Personal Information
3. Best Practices in Security and Safe Computing
4. Mobile Device Security 
5. Encryption Service
6. Research Data Manag ement at Queen’s University
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